Helping you
stay safe from
scammers.
Westpac Indigenous Connection team.
1800 230 144
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Are you missing
some money?
Is your money just not adding
up? You’re not sure where
your money has gone. Maybe
you have been scammed!

Phone call

A scammer can be tricky to spot.
They will often ask you for your
personal details or bank details,
or even to send them money.
Scammers could even pretend
to be someone that you know
and trust to get your information.
Be aware. Protect you and
your family.

Scams
can be
received
by...

SMS Text

Example.
Peter just got a phone call
from his bank, Westpac. They
wanted to review his banking
and asked him to share his bank
details including his customer
number and password.

Social media

Email

What should Peter do?
The person on the phone might
say they are from Westpac but
Peter SHOULD NOT share his
bank details over the phone.
Westpac will never contact you
to ask for your bank details.

Example.
Kirra was going through her
emails. One of the emails is
from the Australian Tax office
(ATO) saying that they owe her
some money. For a small cost
they will send her the money.

Example.
Michael just got a SMS text
message on his mobile phone.
It’s from Woolworths telling
him to click on a link, to win a
$500 gift card. He wonders how
they got his mobile number.

What should Kirra do?
If it sounds too good to be true.
It probably is a scam. Kirra should
delete the email. It is a scam
to get your personal details.

What should Michael do?
Don’t click on the link. Delete
the message. It’s a scam to
get your personal details.

6 tips to keep you and your money safe
1. Keep your phone and computer safe. Always sign out.
2. D
 on’t click on any links in SMS text, social media or
emails if you are not sure
3. Choose hard or tricky passwords and change them often.
4. Don’t share your personal details or bank details with anyone.
5. Hang up on unknown callers.
6. If you think it is too good to be true. It probably is a scam.

Who can help?
1. Forward scam email to: hoax@westpac.com.au
2. Forward suspicious text to 0497 132 032
3. Contact Westpac Indigenous Connection team on 1800 230 144

We’re here to help.
Westpac Indigenous Connection team.
1800 230 144
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